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Westwood Dynamic Limited 

Course Syllabus/Content   

WD-UK Level 6 (UK Qualifications Framework - Information Technology) 

 (Credits 120) 

Revised Modules Contact hours 

(Full-Time) 

Contact 

hours 

(Part-Time) 

Assessment Teaching 

Methods 

Passing 

Mark 

 
Advanced Software Development 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
Network Design and Optimization 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
Cybersecurity Governance 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
Big Data Analytics 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
IT Strategic Planning 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 
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Human-Computer Interaction 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
 Cloud Security and Compliance 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
Enterprise Resource Planning (ERP) 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
IT Risk Management 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
Business Intelligence 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 
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Westwood Dynamic Limited 

Subject Advanced Software Development 

Aims and Objectives  The aim of this course is to enable students to deepen their 

understanding of advanced software development concepts and 

techniques, equipping them with the skills necessary to tackle 

complex software engineering challenges. Through a combination 

of theoretical exploration and practical application, students will 

learn advanced programming paradigms, software design 

principles, and development methodologies. The objectives of the 

course include: 

1. To extend students' knowledge of software development 

beyond basic programming concepts to encompass 

advanced topics and techniques. 

2. To explore modern software engineering practices and 

methodologies used in the development of large-scale, 

complex software systems. 

3. To develop students' proficiency in applying advanced 

programming paradigms and design patterns to solve 

software engineering problems. 

4. To enable students to critically evaluate software 

development tools, frameworks, and technologies for 

specific project requirements. 

5. To foster collaboration and communication skills 

necessary for effective teamwork in software 

development projects. 

 

Learning Outcomes By the end of this course, students should be able to: 

1. Demonstrate advanced proficiency in at least one 

programming language and its associated development 

tools and libraries. 

2. Apply advanced software design principles, such as 

SOLID, DRY, and KISS, to develop modular, 

maintainable, and scalable software systems. 

3. Utilize advanced data structures and algorithms to solve 

complex computational problems efficiently. 

4. Implement and apply advanced programming paradigms, 

including functional programming, reactive programming, 

and aspect-oriented programming. 

5. Design and develop software architectures using 

architectural patterns such as MVC, MVVM, and Clean 

Architecture. 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
 30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Network Design and Optimization 

Aims and Objectives  The aim of this course is to provide students with advanced 

knowledge and skills in designing, implementing, and optimizing 

computer networks. Through theoretical study and practical 

exercises, students will learn about network design principles, 

topologies, protocols, and optimization techniques. The objectives 

of the course include: 

1. To explore advanced concepts and methodologies in 

network design, including architectural considerations and 

design principles. 

2. To enable students to design resilient, scalable, and secure 

computer networks to meet the requirements of modern 

organizations. 

3. To develop students' proficiency in analyzing network 

performance, identifying bottlenecks, and implementing 

optimization strategies. 

4. To foster critical thinking and problem-solving skills in 

addressing complex network design and optimization 

challenges. 

5. To enhance students' communication and collaboration 

skills for effectively communicating network designs and 

optimization recommendations. 

 

Learning Outcomes 1. Analyze network requirements and design network 

architectures that meet organizational needs. 

2. Evaluate and select appropriate network topologies, 

protocols, and technologies based on design objectives 

and constraints. 

3. Implement network security measures to protect against 

unauthorized access, data breaches, and other security 

threats. 

4. Optimize network performance through capacity 

planning, traffic analysis, and Quality of Service (QoS) 

mechanisms. 

5. Utilize network management tools and techniques for 

monitoring, troubleshooting, and maintaining network 

infrastructure. 

6. Design and implement fault-tolerant and high-availability 

network solutions to minimize downtime and disruptions. 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
 30 hours 

 Total:  120 hours 
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Westwood Dynamic Limited 

Subject Cybersecurity Governance 

Aims and Objectives  The aim of this course is to provide students with an in-depth 

understanding of cybersecurity governance principles, 

frameworks, and practices. Through theoretical exploration and 

practical case studies, students will learn how to establish, 

implement, and manage effective cybersecurity governance 

programs within organizations. The objectives of the course 

include: 

1. To introduce students to the concept of cybersecurity 

governance and its importance in organizational 

cybersecurity strategy. 

2. To explore various cybersecurity governance frameworks 

and best practices used in the industry. 

3. To develop students' knowledge and skills in assessing 

cybersecurity risks and establishing risk management 

processes. 

4. To enable students to design and implement cybersecurity 

policies, procedures, and controls to protect 

organizational assets. 

5. To foster critical thinking and problem-solving skills in 

addressing cybersecurity governance challenges and 

compliance requirements. 
 

Learning Outcomes 1. Define and explain the concept of cybersecurity 

governance and its role in organizational cybersecurity 

strategy. 

2. Evaluate different cybersecurity governance frameworks 

(e.g., NIST Cybersecurity Framework, ISO/IEC 27001) 

and select appropriate ones for organizational needs. 

3. Conduct cybersecurity risk assessments and develop risk 

management processes to mitigate identified risks. 

4. Design and implement cybersecurity policies, standards, 

and procedures to establish a robust cybersecurity 

governance framework. 

5. Implement cybersecurity controls and measures to protect 

organizational assets and mitigate cybersecurity threats. 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures:   60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

  30 hours 
 30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Big Data Analytics 

Aims and Objectives  The aim of this course is to equip students with advanced 

knowledge and skills in big data analytics, enabling them to 

analyze large and complex datasets to extract meaningful insights 

and make data-driven decisions. Through theoretical study and 

practical applications, students will learn about big data 

technologies, analytics techniques, and best practices. The 

objectives of the course include: 

1. To introduce students to the concepts, principles, and 

challenges of big data analytics. 

2. To explore various big data technologies and platforms 

used for data storage, processing, and analysis. 

3. To develop students' proficiency in applying statistical 

and machine learning techniques to analyze large datasets. 

4. To enable students to design and implement big data 

analytics solutions to solve real-world problems. 

 

Learning Outcomes 1. Define and explain the concept of big data and its 

significance in modern data-driven decision-making. 

2. Identify and evaluate different big data technologies and 

platforms, including Hadoop, Spark, and NoSQL databases. 

3. Apply statistical analysis techniques (e.g., descriptive 

statistics, hypothesis testing) to analyze large datasets and 

derive meaningful insights. 

4. Implement machine learning algorithms (e.g., classification, 

clustering, regression) to perform predictive and prescriptive 

analytics on big data. 

5. Design and implement big data analytics pipelines using 

tools and frameworks such as Apache Hadoop, Spark, and 

TensorFlow. 

6. Optimize big data processing and analysis workflows for 

performance and scalability. 
 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject IT Strategic Planning 

Aims and Objectives  The aim of this course is to provide students with advanced 

knowledge and skills in strategic planning for Information 

Technology (IT) within organizations. Through theoretical study 

and practical exercises, students will learn how to develop and 

implement IT strategies aligned with organizational goals and 

objectives. The objectives of the course include: 

1. To introduce students to the principles and concepts of 

strategic planning in the context of Information 

Technology. 

2. To explore various frameworks, models, and 

methodologies used in IT strategic planning. 

3. To develop students' ability to analyze organizational 

needs, assess technological capabilities, and identify 

strategic IT opportunities. 

4. To enable students to formulate comprehensive IT 

strategies that support organizational objectives and drive 

business value. 

5. To foster critical thinking and problem-solving skills in 

addressing complex strategic challenges and uncertainties 

in IT. 

 

Learning Outcomes 1. Define and explain the concept of IT strategic planning and 

its importance in organizational success. 

2. Evaluate different strategic planning frameworks and 

methodologies and select appropriate ones for organizational 

needs. 

3. Analyze internal and external factors influencing IT strategy, 

including organizational culture, industry trends, and 

competitive dynamics. 

4. Develop IT vision, mission, goals, and objectives that align 

with organizational goals and contribute to strategic 

outcomes. 

5. Formulate IT strategies and initiatives to address key 

organizational challenges and capitalize on emerging 

opportunities. 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Human-Computer Interaction 

Aims and Objectives  The aim of this course is to provide students with advanced 

knowledge and skills in understanding, designing, and evaluating 

human-computer interaction (HCI) systems. Through theoretical 

study and practical exercises, students will learn about the 

principles, methods, and techniques used in HCI research and 

design. The objectives of the course include: 

1. To introduce students to the fundamental concepts and 

theories of human-computer interaction. 

2. To explore various methods and approaches used in HCI 

research and design. 

3. To develop students' ability to design user-centered 

interfaces that meet user needs and preferences. 

4. To enable students to evaluate the usability and 

effectiveness of interactive systems through user testing 

and evaluation. 

5. To foster critical thinking and problem-solving skills in 

addressing complex HCI challenges and design problems. 
 

Learning Outcomes 1. Define and explain the concept of human-computer 

interaction and its importance in the design of interactive 

systems. 

2. Describe and apply key theories and models of human 

cognition and behavior in the context of HCI. 

3. Identify and utilize various methods and techniques for 

conducting user research and gathering user requirements. 

4. Design user interfaces and interactive systems that are 

intuitive, efficient, and satisfying to use. 

5. Conduct usability testing and evaluation to assess the 

effectiveness, efficiency, and satisfaction of interactive 

systems. 

6. Analyze and interpret usability test results to identify 

usability issues and inform design improvements. 
 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Cloud Security and Compliance 

Aims and Objectives  The aim of this course is to provide students with advanced 

knowledge and skills in cloud security and compliance, enabling 

them to understand, implement, and manage security measures in 

cloud environments while ensuring compliance with relevant 

regulations and standards. Through theoretical study and practical 

exercises, students will learn about cloud security concepts, 

threats, and best practices, as well as the regulatory landscape 

governing cloud services. The objectives of the course include: 

1. To introduce students to the fundamental concepts and 

principles of cloud security. 

2. To explore various threats and vulnerabilities associated 

with cloud computing and how to mitigate them. 

3. To develop students' proficiency in implementing security 

controls and best practices in cloud environments. 

4. To enable students to assess and manage risks related to 

cloud adoption and usage. 

 

Learning Outcomes 1. Define and explain the concept of cloud security and its 

importance in ensuring the confidentiality, integrity, and 

availability of cloud-based services and data. 

2. Identify and analyze various security threats and 

vulnerabilities specific to cloud computing environments. 

3. Implement security controls and best practices for securing 

cloud infrastructure, platforms, and applications. 

4. Evaluate cloud service providers and select those that meet 

security and compliance requirements. 

5. Assess and manage risks associated with cloud adoption, 

migration, and usage. 

6. Design and implement cloud security architectures that align 

with organizational security policies and industry best 

practices. 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Enterprise Resource Planning (ERP) 

Aims and Objectives  The aim of this course is to provide students with advanced 

knowledge and skills in enterprise resource planning (ERP) 

systems, enabling them to understand, implement, and manage 

ERP solutions within organizations. Through theoretical study and 

practical exercises, students will learn about the principles, 

processes, and best practices of ERP implementation and 

utilization. The objectives of the course include: 

1. To introduce students to the fundamental concepts and 

components of enterprise resource planning systems. 

2. To explore various ERP modules and functionalities 

across different business processes. 

3. To develop students' ability to analyze organizational 

requirements, design ERP solutions, and manage 

implementation projects. 

4. To enable students to leverage ERP systems to streamline 

business operations, improve efficiency, and support 

strategic decision-making. 

 

Learning Outcomes 1. Define and explain the concept of enterprise resource 

planning and its significance in integrating and 

managing business processes. 

2. Identify and describe the key modules and 

functionalities of ERP systems, such as finance, 

human resources, supply chain management, and 

customer relationship management. 

3. Analyze organizational requirements and select 

appropriate ERP solutions to meet business needs 

and objectives. 

4. Design and implement ERP solutions that align with 

organizational goals and support business processes. 

5. Manage ERP implementation projects effectively, 

including planning, execution, and post-

implementation support. 
 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 

 

 



 

                      

                                                                                      
Westwood Dynamic Limited 

1 Brin Williams House, 2a Xaerau Crescent, Newport, NP20 4HG, UK 
 info@wdynamic.co.uk 

  

Westwood Dynamic Limited 

Subject IT Risk Management 

Aims and Objectives The aim of this course is to provide students with advanced 

knowledge and skills in identifying, assessing, and mitigating IT-

related risks within organizations. Through theoretical study and 

practical exercises, students will learn about the principles, 

processes, and best practices of IT risk management. The 

objectives of the course include: 

 

1. To introduce students to the concepts and principles of IT 

risk management and its importance in organizational 

governance. 

2. To explore various methodologies, frameworks, and tools 

used in IT risk assessment and mitigation. 

3. To develop students' ability to identify and assess IT risks, 

vulnerabilities, and threats across different technology 

domains. 

4. To enable students to develop risk mitigation strategies 

and implement controls to reduce the likelihood and 

impact of IT-related risks. 

 

Learning Outcomes 1. Define and explain the concept of IT risk management 

and its role in organizational governance and decision-

making. 

2. Identify and analyze IT risks, vulnerabilities, and threats 

across different technology domains, including 

information security, data privacy, and regulatory 

compliance. 

3. Apply various risk assessment methodologies and tools 

(e.g., qualitative, quantitative, scenario-based) to assess 

and prioritize IT risks. 

4. Develop risk mitigation strategies and control measures to 

address identified IT risks and vulnerabilities. 

5. Implement risk treatment plans and monitor the 

effectiveness of controls to reduce the likelihood and 

impact of IT-related risks. 

6. Analyze and interpret risk assessment results to make 

informed decisions and prioritize risk mitigation efforts. 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Business Intelligence 

Aims and Objectives  The aim of this course is to provide students with advanced 

knowledge and skills in business intelligence (BI), enabling 

them to understand, analyze, and utilize data to support 

decision-making and strategic planning within organizations. 

Through theoretical study and practical exercises, students will 

learn about the principles, techniques, and technologies of BI, as 

well as its applications in various business domains. The 

objectives of the course include: 

1. To introduce students to the fundamental concepts and 

principles of business intelligence and its importance in 

organizational decision-making processes. 

2. To explore various methodologies, tools, and 

technologies used in BI for data analysis, reporting, and 

visualization. 

3. To develop students' ability to collect, clean, and 

transform data from disparate sources into actionable 

insights. 

4. To enable students to design and implement BI 

solutions that meet organizational requirements and 

support strategic objectives. 

5. To foster critical thinking and problem-solving skills in 

analyzing complex business problems and identifying 

data-driven solutions. 

 

Learning Outcomes 1. Define and explain the concept of business intelligence 

and its role in transforming data into actionable insights 

for decision-making. 

2. Identify and analyze various data sources and types used 

in BI, including structured and unstructured data. 

3. Apply data collection, cleaning, and transformation 

techniques to prepare data for analysis and reporting. 

4. Utilize BI tools and technologies (e.g., data warehouses, 

ETL processes, reporting dashboards) to extract, 

transform, and load data for analysis. 

5. Design and develop BI solutions, including dashboards, 

reports, and data visualizations, to communicate 

analytical findings and insights. 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 

 


