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Westwood Dynamic Limited 

Course Syllabus/Content   

WD-UK Level 5 (UK Qualifications Framework - Information Technology) 

 (Credits 120) 

Revised Modules Contact hours 

(Full-Time) 

Contact 

hours 

(Part-Time) 

Assessment Teaching 

Methods 

Passing 

Mark 

 
Software Engineering Principles 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
Advanced Database Management 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
Cybersecurity Management 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
IT Governance 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
Artificial Intelligence and Machine 

Learning 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 
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Cloud Infrastructure Management 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
 Data Analytics 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
Mobile and IoT Security 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
IT Project Management Strategies 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 

 
Enterprise Systems Architecture 

 

50 

 

50 

 

Assignment Based 

 

Classroom 

Lectures & 

Online 

 

50% 
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Westwood Dynamic Limited 

Subject Software Engineering Principles 

Aims and Objectives  The aim of this course is to provide students with a 

comprehensive understanding of fundamental principles and 

practices in software engineering. By the end of the course, 

students should be equipped with the knowledge and skills 

necessary to analyze, design, implement, and maintain software 

systems effectively and efficiently. 

Learning Outcomes 1. Understand the fundamental concepts, principles, and 

processes of software engineering. 

2. Analyze and evaluate software requirements to ensure 

completeness, consistency, and feasibility. 

3. Apply various software design methodologies and techniques 

to develop robust and scalable software architectures. 

4. Implement software solutions using appropriate 

programming languages, tools, and technologies. 

5. Utilize software testing methodologies to ensure the quality 

and reliability of software systems. 

6. Apply principles of software maintenance and evolution to 

manage and enhance existing software systems. 

7. Demonstrate effective teamwork, communication, and 

project management skills in software development projects. 

8. Evaluate ethical, legal, and professional issues related to 

software engineering practices and decisions. 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
 30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Advanced Database Management 

Aims and Objectives  Aim: The aim of this course is to provide students with an in-

depth understanding of advanced concepts and techniques in 

database management, enabling them to design, implement, and 

optimize complex database systems. 

 Objectives: 

1. To explore advanced database models and their application 

in real-world scenarios. 

2. To analyze and implement advanced database design 

principles, including normalization and denormalization 

techniques. 

3. To examine strategies for handling large-scale databases, 

including distributed databases and data warehousing. 

4. To understand and apply advanced SQL queries and 

optimization techniques for query performance. 

5. To investigate data mining and data analytics techniques for 

extracting insights from large datasets. 

6. To explore advanced topics in transaction management and 

concurrency control. 

 

Learning Outcomes 1. Critically evaluate and select appropriate database 

models and design strategies for different application 

scenarios. 

2. Develop and implement complex database schemas 

using advanced normalization and denormalization 

techniques. 

3. Design and implement distributed database systems, 

understanding their advantages and challenges. 

4. Construct advanced SQL queries and optimize query 

performance using indexing and other techniques. 

5. Apply data mining and analytics techniques to extract 

valuable insights from large datasets. 

6. Implement effective transaction management and 

concurrency control mechanisms to ensure data integrity 

and consistency. 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
 30 hours 

 Total:  120 hours 
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Westwood Dynamic Limited 

Subject Cybersecurity Management 

Aims and Objectives  Aim: The aim of this course is to provide students with a 

comprehensive understanding of cybersecurity management 

principles, practices, and strategies to effectively mitigate cyber 

threats and protect organizational assets. 

 Objectives: 

1. To develop a solid understanding of the fundamental 

concepts and principles of cybersecurity management. 

2. To explore the various components of cybersecurity 

frameworks and standards. 

3. To analyze and assess cybersecurity risks and vulnerabilities 

within organizational contexts. 

4. To evaluate different strategies for implementing 

cybersecurity controls and measures. 

5. To understand the role of governance, compliance, and 

regulations in cybersecurity management. 

6. To develop skills in incident response and crisis management 

in the context of cybersecurity incidents. 

7. To cultivate critical thinking and problem-solving abilities in 

addressing cybersecurity challenges. 

 

Learning Outcomes 1. Demonstrate a comprehensive understanding of 

cybersecurity management principles and concepts. 

2. Apply cybersecurity frameworks and standards to assess 

and improve organizational cybersecurity posture. 

3. Analyze and prioritize cybersecurity risks and 

vulnerabilities within organizational environments. 

4. Evaluate and implement appropriate cybersecurity 

controls and measures to mitigate identified risks. 

5. Interpret and adhere to relevant governance, 

compliance, and regulatory requirements in 

cybersecurity management. 

6. Demonstrate proficiency in incident response and crisis 

management techniques in cybersecurity incidents 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures:   60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

  30 hours 
 30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject IT Governance 

Aims and Objectives  Aim: To provide students with a comprehensive understanding of 

IT governance principles, frameworks, and best practices. 

  Objectives 

- To introduce students to the concept of IT 

governance and its significance in modern 

organizations. 

- To explore various IT governance frameworks, such 

as COBIT, ITIL, and ISO/IEC 38500, and 

understand their application. 

- To analyze the role of IT governance in aligning IT 

strategies with organizational goals. 

- To examine the relationship between IT governance, 

risk management, and compliance (GRC). 

- To evaluate the impact of IT governance on 

organizational performance and competitiveness. 

 

Learning Outcomes Knowledge and Understanding 

- Define IT governance and explain its importance in 

contemporary organizations. 

- Identify and describe key components of major IT 

governance frameworks. 

- Explain the role of IT governance in managing risks 

and ensuring compliance. 

 

2. Cognitive Skills: 

- Analyze IT governance structures and processes 

within different organizational contexts. 

- Evaluate the effectiveness of IT governance 

mechanisms in addressing organizational challenges. 

- Synthesize information from various sources to 

propose improvements to existing IT governance 

practices. 

 

3. Practical and Professional Skills: 

- Apply IT governance principles to real-world 

scenarios and case studies. 

- Develop IT governance strategies and 

implementation plans tailored to specific 

organizational needs. 

-  

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Artificial Intelligence and Machine Learning 

Aims and Objectives  Aim: This course aims to provide students with a comprehensive 

understanding of artificial intelligence (AI) and machine learning 

(ML) concepts, algorithms, and applications. 

 Objectives: 

1. To introduce students to the fundamental concepts and 

principles of artificial intelligence and machine learning. 

2. To familiarize students with various machine learning 

algorithms and techniques. 

3. To enable students to implement machine learning 

algorithms and models using programming languages such 

as Python. 

4. To explore real-world applications of artificial intelligence 

and machine learning across various domains. 

5. To develop students' critical thinking and problem-solving 

skills in the context of AI and ML. 

Learning Outcomes 1. Demonstrate a solid understanding of the foundational 

concepts and principles of artificial intelligence and machine 

learning. 

2. Apply machine learning algorithms such as linear regression, 

logistic regression, decision trees, support vector machines, 

and neural networks to solve real-world problems. 

3. Implement machine learning models using programming 

languages like Python and relevant libraries such as scikit-

learn, TensorFlow, and Keras. 

4. Evaluate and compare the performance of different machine 

learning algorithms for various tasks. 

5. Analyze and interpret the results obtained from machine 

learning models to make informed decisions. 

6. Critically assess ethical and societal implications associated 

with the use of artificial intelligence and machine learning 

technologies. 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Cloud Infrastructure Management 

Aims and Objectives  Aim: This course aims to provide students with a comprehensive 

understanding of cloud infrastructure management principles, 

practices, and technologies.  

 Objectives: 

1. To introduce students to the concepts and importance of 

cloud infrastructure management. 

2. To familiarize students with various cloud service models 

and deployment models. 

3. To explore different cloud infrastructure management tools 

and platforms. 

4. To develop students' skills in designing, deploying, and 

managing cloud infrastructure solutions. 

5. To enable students to assess and implement cloud security 

measures. 

 

Learning Outcomes 1. Understand the fundamental concepts and principles of cloud 

infrastructure management. 

2. Identify and evaluate various cloud service models (IaaS, 

PaaS, SaaS) and deployment models (public, private, hybrid). 

3. Utilize cloud infrastructure management tools and platforms 

effectively. 

4. Design, deploy, and manage scalable and resilient cloud 

infrastructure solutions. 

5. Implement security best practices to safeguard cloud 

environments and data. 

6. Analyze and troubleshoot common issues in cloud 

infrastructure management. 

7. Demonstrate effective communication and teamwork skills in 

collaborating on cloud infrastructure projects. 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Data Analytics 

Aims and Objectives  The aim of this course is to provide students with a 

comprehensive understanding of data analysis techniques and 

tools in the context of Information Technology. By the end of the 

course, students should be able to: 

1. Understand the fundamental concepts of data analysis. 

2. Apply various statistical methods and techniques to 

analyze data effectively. 

3. Utilize software tools for data analysis and visualization. 

4. Interpret and communicate findings derived from data 

analysis. 

5. Critically evaluate data analysis processes and results. 

 

Learning Outcomes 1. Define the basic concepts and terminologies related to data 

analysis. 

2. Apply statistical techniques such as descriptive statistics, 

inferential statistics, and hypothesis testing to analyze 

datasets. 

3. Utilize software tools like Python, R, or Excel for data 

manipulation, cleaning, and analysis. 

4. Create visualizations such as graphs, charts, and dashboards 

to represent data effectively. 

5. Interpret data analysis results and draw meaningful insights 

to support decision-making processes. 

6. Communicate findings through written reports, presentations, 

and data visualizations. 

7. Evaluate the reliability and validity of data analysis methods 

and results. 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Mobile and IoT Security 

Aims and Objectives  The aim of this course is to provide students with a 

comprehensive understanding of security issues related to mobile 

devices and the Internet of Things (IoT). By the end of the course, 

students will be equipped with the knowledge and skills necessary 

to analyze, assess, and mitigate security risks associated with 

mobile and IoT technologies. The objectives of the course 

include: 

1. To introduce students to the fundamental concepts of 

mobile and IoT security. 

2. To explore various security threats and vulnerabilities 

specific to mobile devices and IoT systems. 

3. To examine different security mechanisms and techniques 

for protecting mobile and IoT environments. 

4. To enable students to apply theoretical knowledge to real-

world scenarios through practical exercises and case 

studies. 

 

Learning Outcomes 1. Identify and analyze security risks and threats in mobile and 

IoT ecosystems. 

2. Understand the principles of cryptography and apply 

cryptographic techniques to secure mobile and IoT 

communications. 

3. Evaluate different authentication and access control 

mechanisms for mobile and IoT devices. 

4. Implement secure coding practices to develop mobile and IoT 

applications resistant to common vulnerabilities. 

5. Assess the security implications of emerging technologies in 

the mobile and IoT space, such as 5G networks and edge 

computing. 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject IT Project Management Strategies 

Aims and Objectives  The aim of this course is to equip students with the knowledge 

and skills necessary to effectively manage IT projects from 

initiation to completion. Through a combination of theoretical 

concepts and practical applications, students will learn various 

project management strategies and methodologies tailored 

specifically to the IT industry. The objectives of the course 

include: 

1. To introduce students to the fundamentals of project 

management and its relevance in the IT context. 

2. To explore different project management methodologies 

and frameworks commonly used in IT projects. 

3. To develop students' understanding of project planning, 

scheduling, and resource management techniques. 

4. To enable students to apply project management tools and 

techniques to real-world IT projects. 

 

Learning Outcomes 1. Understand the role and importance of project management 

in the IT industry. 

2. Identify and select appropriate project management 

methodologies (e.g., Agile, Waterfall, Scrum) for different IT 

projects. 

3. Develop comprehensive project plans including scope, 

schedule, budget, and resource allocation. 

4. Utilize project management tools and software for planning, 

tracking, and monitoring IT projects. 

5. Apply risk management strategies to identify, assess, and 

mitigate project risks. 

6. Lead project teams effectively by fostering collaboration, 

communication, and motivation. 

7. Evaluate project performance and make data-driven decisions 

to ensure project success 

 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 
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Westwood Dynamic Limited 

Subject Enterprise Systems Architecture 

Aims and Objectives The aim of this course is to provide students with a 

comprehensive understanding of enterprise systems architecture 

and its role in supporting organizational goals and objectives. 

Through theoretical foundations and practical applications, 

students will learn about designing, implementing, and 

managing enterprise systems that integrate various technologies 

and business processes. The objectives of the course include: 

 

1. To introduce students to the fundamental concepts and 

principles of enterprise systems architecture. 

2. To explore different architectural styles, frameworks, 

and patterns used in designing enterprise systems. 

3. To develop students' understanding of integration 

technologies and standards for enterprise applications. 

4. To enable students to design scalable, flexible, and 

interoperable enterprise systems that meet business 

requirements. 

5. To foster critical thinking and problem-solving skills in 

addressing architectural challenges and trade-offs. 
 

Learning Outcomes 1. Define and explain the concept of enterprise systems 

architecture and its significance in modern organizations. 

2. Analyze and evaluate different architectural styles, such as 

monolithic, microservices, and service-oriented architecture 

(SOA). 

3. Apply architectural frameworks (e.g., TOGAF, Zachman) 

and design patterns to develop enterprise architecture 

solutions. 

4. Understand the role of middleware and integration 

technologies (e.g., ESB, APIs) in connecting heterogeneous 

systems within an enterprise. 

5. Design and model enterprise architecture using industry-

standard notation and tools (e.g., UML, ArchiMate). 

6. Assess and select appropriate technology platforms and 

solutions to support enterprise architecture requirements. 
 

Credit Points: 12 credit points 

Assessment  Assignment based 

Teaching Mode Lectures: 60 hours 

(Full-Time) Tutorials/workshop: 
Private Study: 

30 hours 
  30 hours 

 Total: 120 hours 

 


